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Aeronautical Radio, Inc. (ARINC) Airlines Electronic Engineering Com-
mittee (AEEC) established the Aircraft Information Security Working
Group to address a pressing airline industry need

Project scope:

“The project will develop a Concept of Operations for a common secur-
ity framework and a set of common security mechanisms which, when
designed and implemented, will not impair the ability to safely fly and
dispatch aircraft in a timely manner.”

Chairman: Steven Arentz, UAL; Secretary: Roy T. Oishi, ARINC

First meeting: June 15 - 16, 2004 at UAL, Elk Grove, IL

Next meeting: September 7 - 9, Redmond, WA

Final ConOps document scheduled for approval in mid-2005
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- Key results of the first meeting
- A clear definition and description of security objectives is needed
- Common solutions for common security problems

- Operational issues, such as what happens when a security event
occurs, must be identified and understood

- Updating security configuration of an aircraft should be a configu-
ration management function and not a “part number roll”

- Security domains, including extra-aircraft, must be defined in terms
of airline interests
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™ = possible locations for specific security functions

Courtesy of Arnold Oldach, Rockwell Collins, via AEEC AISWG
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(for robust availability)
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Honeywell Proposal for Work Process Flow
AEEC SAlInformation Security Working Group

Identify Domain,
Sub-demains, and
Stakeholders in
Each

, DRAFT

-Perform formal risk
assessment based on
threat environment
References

- MIST SP 80064,
Section 2.3.2.2

Domain Context Diagram Security Categobnzatlons Risk
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- Define aircraft
systems and ground
based systems within
darmain

- Subdomains
--Cabin Essential
--Cabin Systems

-ldentify Potential Impact on Stakeholders
--Loss of Confidentiality

—-Loss of Availability

--Loss of Integrity

References

- MIST 5P 80064, Section 2.3.1.2

- MIST 5P 80060, Section 2

DRAFT

Courtesy of Don Kauffman,

-IFE
--Paszenger PEDs
References

- ANSIAIAL G-043-
1992, Section 2

- [EEE Std 1352-1998,
Section 4.3

- SALADN Paper 664
Part 5

Enviranment

o| Domain Security

- Identify security policy of enterprises in
adjacent or overlapping domains

References

- MIST SP 800-64, Section 2.3.2.3

Failure Modes and Effects Analysiz

Security Aszurance

Allocated Security Requirements fram Adjacent f Overlapping Domains

Fl

Requirements

- ldentify Legal Reguirements and
Functional Security Requirerments
References

- MIST 5P 80064, Section 2.3.2.4

Cost Consideration

and Tracking

- ldentify developmental and
operational costs constraints of
stakeholders

- Develop plan to track projected
costs throughout developrment
References

- MIST 5P 80064, Section 2.3.2.5

Security Planning

-Prepare

-- Contingency Plan

-- Incident Response Flan

- Security Awareness and Training
Plan

-- Rules of Behavior

- Risk Assessment

-- Security Test and Evaluation Plan
-- Domain Interconnection
Agreements

-- Security Authorization /
Accreditation

References

- MIST 5P 80064, Section 2.3.2.6
- MIST 5P 800-18

- MIST 5P 800-53

Operational Controls

Seourity Control Technical Contrals

Devel t
relapmen by Domain

- Develop

- Operational Controls

-- Technical Cantrals

References

- MIST SP 800-64, Section 2.3.2.7
- MIST SP 800-53

Guidance
(ConOps)
Document

Honeywell, via AEEC AISWG

Cost Requi ts f Constraints

- Develop Guidelines
on Technical Contrals to
other AEEC
Subcommittees

- Develop Guidelines
on Operational Cantrols
to Stakeholders

29 April 2004



